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ABSTRACT

In this work, we proposed a loT data indexing method to surpass some challenges
encountered during the use of hashing in the storage of data in a blockchain. The
indexing method was developed in metric space in which no dimensions are
considered and only distance between objects is taken into account. The proposed
method consisted on putting the index in the inner of a block. The index, called
GHB-tree is based on space partitioning using hyperplane. The proposed approach
was tested using two datasets of close size and different dimensions. The
experimental results showed that the proposed method is efficient and competitive to
other storing methods since the queries retrieve time is very reduced to be
expressed by millisecond compared with that of other blockchains.
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1. INTRODUCTION

A blockchain is a decentralized ledger that is used for the storage of transactions across a
big number of computers without alteration [1]. In a blockchain, each block contains a
cryptographic hash of the previous block, a timestamp, and transaction data. In addition to
the fact that a blockchain removes the possibility of tampering by a malicious actor, it
presents other advantages such as cost saving and time saving. Transaction of data in a
blockchain is faster because it doesn’t require verification by a central authority. Nowadays,
blockchain is limited to use in storing transactions for cryptocurrencies such as Bitcoin
however, other uses for blockchain are developing including blockchain for monitoring of
supply chains, blockchain for data sharing and blockchain for Internet of Things network
management.The blockchain and IoT combination may be applied in different domains, such
as loT management [3], smart cites and smart home. However, due to the frequency of
generation and timeliness of 10T data the retrieve of this data, imposes high requirements on
the blockchain to store loT data. Internet of things (loT) systems are comprised of
various devices that generate heterogeneous 10T data continuously. This continuity involved
a big challenge concerning the data indexing and the query search in the dynamic loT
environment. The traditional indexing methods, such as [2]and Hollow-tree [3] became
inadequate to index the big 10T data because they suffer from the issue of the degradation in
large scale and they are unable to extend with the permanent collection of data. Despite the
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existence of several indexes that aim to solve the issue of the big IoT data storage, they still
inefficient. For example, the direct use of the cloud infrastructure affects negatively the
communication time due to the big physical distances between the data sources and the data
warehouse. In addition, with Cloud computing, data are stored in one centralized location
while with blockchain technology, the store of data is done in multiple locations, with every
node storing a copy of it. However, in the blockchain storage process, hashing technique
presents some disadvantages such as collision risk and limited range. Indeed,
Hash functions have a fixed length whatever how large the size of input data is. The hash
value will always be of a fixed size which can lead to hash collisions in situations with many
arriving data. In addition, hashing technique is only used in multidimensional space and this
last presents some disadvantages compared with storage methods of heterogeneous loT data
developed in metric space such as BCCF-tree[4], B3CF-tree [5] and QCCF-tree [6], [7,
8]. In this work, aiming to improve the time of retrieve of heterogeneous loT data in a
blockchain, we present a new method of heterogeneous loT data storage in blockchain based
on data indexing in metric space.

The present paper is composed of five sections: introduction, related work, proposed method,
experimentation, and conclusion. In the related work section, methods developed for storage
of 10T data in a blockchain by indexing are described and the limitation of each method is
presented. The indexing of continuous flows of heterogeneous 10T data in metric space using
a GH-tree is described in the proposed method section. In the experimentation section, the
computation platform and the used datasets characteristics will be presented, followed by the
exposition and the analysis of the experimental results.

2. RELATED WORK

To store heterogeneous 0T data in a blockchain, some searchers has used indexing meth-
ods developed in multidimensional space. Singh et al.[9] proposed two approaches for index
and query multi-dimensional historical data in blockchain. The first approach can update its
index when data is generated with a high frequency. The second second approach fits well
when less dynamic data is generated. Zhang et al. [10] presented a data authentication
structure named GEM2- for range queries in the on-off blockchain model to minimise the
overhead obtained by applying smart contracts with no sacrifice in query performance. Yao
et al. [11] proposed a learned index semantic keyword query architecture to overcome the
challenges of keyword queries, the data is stored as semantic information. The index is
stored in the table search on the blockchain, with each block storing only the updated parts.
Aslam et al.[12] introduced a decentralized RESTful storage framework which com- bines
blockchain and distributed hash table (DHT) to support on-chain data editing . loT is a
very large-scale network that spans a large area. Each area contains a group of
interconnected devices and generates huge amounts of continuous and heterogeneous data. This
data needs to be indexed to facilitate the similarity search process.

Many indexing techniques were proposed for 10T data. In [13], a geospatial data index- ing
was performed in the cloud where a parallel R-tree [14] and its parallel variants were
constructed. Three construction methods were used: Apache Spark in-memory, Apache
Spark on disk and MapReduce. Each one is looking for the fastest way in building, updat-
ing and executing spatial query. One of these three methods, the Apache Spark in-memory,
reduces significantly the time for indexing geospatial data and querying ranges. However,
this method is only used for geospatial data where the dimension is limited to three. A
hierarchical multidimensional indexing method based on binary space partitioning (BSP)
was proposed by Wan et al. [15] for efficient spatial query processing. After evaluating
k-d-tree, quad-tree, k-means clustering and Voronoi diagram data structures, they found
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that the Voronoi diagram data indexing method is suitable for general query operations
with a response time of O(log(n)). However, the dimension limitation and the specific type
of query make this method difficult to generalize. All these methods suffer from common
problems. Methods developed in the cloud present numerous disadvantages such as the
long distance between the end user and the cloud which, induced latency.

Our metric space method is proposed to replace hashing method when storing 0T data in a
blockchain in order to minimize disadvantages presented by methods developed

in the cloud. To enhance the k-NN queries retrieve in a blockchain, the proposed index is
constructed by partitioning the space using hyperplane.

3. OUR PROPOSAL

The proposal approach is based on the replacement of the hatching technique, used in the
storage of 10T data in a blockchain, by an indexing method using a binary tree (GH-tree)
developed in metric space. After crypting and duplicating the constructed index, they are
stored in blocks. in a second step, the arriving new loT data are inserted in the existing
index.

3.1.Metric Space

A metric space is defined by a distance function and a dataset. The distance function
measures the similarity between two elements from the given dataset. Similar objects
correspond to smaller distances. Being a metric space O, d) where O a set of points and d a
distance function defined as: d : O x O — R". The distance function d is satisfying: (a) the

non-negativity : {V (x,y) € 0 d(x,y) > 0}. (b) the reflexivity: {Vx € O,d(x,x) =0}.
(c)

the symmetry: {V (x,y) € 0%, d (x,y) =d (y, x)}. (d) the triangle inequality: {V (x, Y, 2)
€ 0%d(xy) +d(y,z) < d(x z)}.

3.2. Space Partitionning

Space partitioning is a technique that leads to simpler data structures—and thus algo- rithms.
It is based on a partitioning data, in the metric space, into two regions using two balls at a
time.

For the balls construction, we choose two objects and consider them as two pivots (Figure
1). The distance between these two pivots is also the radius of the two balls. The BGH-tree
nodes—or only N - is defined by:

- L leaf node a set of indexed objects: E. < E where |EL| < Cmax.

- N Internal node is a septuple: (pi1, Pz, I, 1, r2, N1, N2) € O? x 3N 2,
where:

r = d(p1, p2) helps to define two balls B: and B.. According to Figure 1:
Bi(p1, r) and Ba(p2 r), centered on p: and p2 respectively and having a
common radius value, large enough for the two balls to have a nonempty
intersection.
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r. and r, are the distances to the farthest object in the subtree rooted at that node
N with respect to p: and pz, respectively.

N; and N are two subtrees(see Figurel,), such that: Ny = {o € N : d(ps1, 0)
<=d(p2,0)} and N2 = {o € N : d(p2, 0) < d(p1, 0)}.

3.3.GHB-Tree Construction

The GHB-tree (Figure 2) is a generalized binary tree with hyperplane for space partition-
ing. The construction of the GBH-tree is an incremental process. The insertion of objects
is done from top to bottom. Algorithm of objects is done from the top to down. Algo- rithm
1 presents a formal description of the index construction process. Initially, the tree is empty
(a leaf encompasses a set of objects). The farthest two-pivot search algorithm is used for all
objects. We have considered putting in place strategies to try to balance the

Partition 1
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Fig. 1. Partitioning the space using hyperplane

tree, such as choosing two elements furthest apart from each other. After the container will
be divided into two non-overlapping subsets so that each element of the container belongs to
its nearest pivot. Then, this leaf is replaced by an internal node with pl and p2, and two
leaf nodes are created (Figure 2). Before inserting the index in a block, the root of the GHB-
tree is crypted and copies of this index are created.

Algorithm 1 Construction of a GHB-tree
Construction of GHB-tree (€ P{)) = N
With:
(P pz)= The two farthest pivots

1 if 5S=0
et L) o ifs={e}
= Pu Pz
ConstructionofGHB — tree(le € 5 : dip. ) = dip. e)} '\ {p1}) O else
Constructionof GHB — treelie € S : d{p. e) < dip, &)} \ {p:})
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Fig. 2. GHB-tree in a block.

3.4.K-NN Retrieve

The formal description of the k-NN retrieve in the GHB-tree is summarized in Algorithm
2. The aim of the k-nearest neighbor search is to find the set A of objects closest to a query
point g. The KNN search algorithm starts with a query radius rq initialized to +o0 which
should lead to scanning the dataset and then decreases by traversing each tree which
corresponds to the distance to the k® object in the ordered list A. Comparing the distances d:
and d, between the query point g and the two pivotsp: and p» respectively with rq indicates
the descent of the query point in the index. The leaf nodes contain a subset of the indexed
data with a maximum cardinal cmax. TO find the k nearest neighbors of a leaf, we simply
sort the indexed data according to their increasing distances to the query g. As a result of
the search, the first k sorted objects are returned.

Algorithm 2 Search-kNN in a bolck containing a GHB-tree

"WNEN, =

g = R~ O
. k = N~ = = -
KNMN-GHB-tree in a block O . O= (R 1S
d:0x O —R*, L = O

O

with :

A = ({dy 01), (dz, o2z), ..

rg € R* = +co,

As(R* X OM =@

o di, ox])) ;

di =dlp q) ;

d: =di{pz g) ;

Cy=Blg, ry) N Blpy ry= &, for the intersection ;

C; = Blg, rg) N B{pw =@ » Blg, rg) M B{pz ri'= &, for the partial ball centered on p; ;

o
a
L
E

e
o
e

— €3 = Big, rg) N Blpy ry'= n Blg, rg) M Blpz r¥'= &, for the partial ball centered on p: ;
v A=A
Co = true ;
rgo = minirg de'} if k '= k else Fa

+ A;=kNN-GHB-tree in a block(N, g, k, rg,_, . A1) if C; else A, ;

rog;=min{rg._, , di} if [Ai1] = kA A = ((dy 01), ..., (di Ok)) else rg._, .

A, k-sort{A U {{d{o, g). o)
As

o E LY ifN =L
it = (P Pz r. NL Nz)

It

4. EXPERIMENT AND RESULTS
To test and compare the efficiency of the proposed approach, experiments were performed on

two real data sets with different sizes and dimensions. These two databases have been carefully
selected from among others to bring together most of the problems encountered in storing
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loT data in a blockchain and are presented as follow:

1. GPS trajectory: a dataset of 16000 3D vectors, containing transport trajectories in
the northeast of Brazil [5].

2. Tracking of a moving object: a real dataset of 15000 20D vectors, representing the
results of a random simulation of tracking a moving object using wireless cameras

[4]

The experiments were performed using the Python programming language installed on an
Intel®CoreTM i7-8550UCPU, 1.80 GHz*8 processor with a 64-bit Linux operating system
(Ubuntu). The experiments were performed by simulating arrival new data of size 4000 for
GPS trajectory dataset and 5000 for tracking of moving objects dataset.

4.1.Evaluation of K-NN Retrieve Results

Figure 3 presents the variation of the k-NN retrieve time in each block as a function of
the k parameter for GPS trajectory dataset. We remind that this dataset is composed of
objects of dimension 3. One can see that the time of retrieve for all values of k is clearly
reduced to be expressed by millisecond. For the same parameter k, no significant variation in
the time of k-NN retrieve is observed in spite the increase of this parameter. for example, for
k=5, the time of retrieve of queries in the fist block of 4000 objects is 0.10014 ms while in
the fourth block of 16000 objects, the time of queries retrieve is 0.10085 ms. We can also
that the time of retrieve varied as a function of the k parameter. In the last block, the time of
search increases to attend 0.10133 ms for k=20 which represents a variation of 0.05 percent.
The variation, as a function of the k parameter, of the k-NN retrieve time in each
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Fig. 3. Variation of the k-NN retrieve time in a blockchain containing GPS trajectory dataset of 3D objects
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block is presented in figure 4 for the tracking dataset which contains objects of dimension 20. We
can see that the retrieve time is also expressed by millisecond and this traduces the efficiency.
The same remarks could done for the retrieve results of this dataset. In the last block, as a
function of the k parameter, the retrieve time increases from 1.34 ms for k=5 to reach 1.48 ms for
k=20 with a variation of about 0.1 percent. For the same k parameter, the retrieve time varies
slightly except for k=10 where the retrieve time remains invariant. The time of k-NN retrieve in
blockchain containing GPS trajectory objects of dimension 3 is less than that in blockchain
containing tracking dataset objects of dimension 20 by 93 percent and this indicates that the
proposed approach is not sensitive to the objects dimension. The retrieve time results using k-NN
method in a blockchain containing GHB- trees developed in metric space evidenced the
efficiency of the proposed approach when storing heterogeneous 10T data in a blockchain.
According to Chen et al.,[16] for retrieve point object in Verkle AR*-tree the time of search is 1s
in block size =160. For tracking
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Fig. 4. Variation of the k-NN retrieve time in a blockchain containing tracking dataset of 20D objects

data set the time of search is 1.34 ms for k=5, this indicates that the use of our proposed approach
improves the efficiency of retrieve data in blockchain.

5. CONCLUSION

In this paper, we proposed a method based on data indexing to avoid some challenges
encountered during the use of hashing in the storage of data in a blockchain. The indexing
method was developed in metric space in which no dimensions are considered and only
distance between objects is taken into account. The proposed index, called GHB-tree is based
on space partitioning using hyperplane. The proposed approach was tested using two datasets
of close size and different dimensions. The experimental results showed that the proposed
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method is efficient and competitive to other storing methods since the queries retrieve time is
very reduced compared with that of other blockchains. AS future work, we will append a
cryptographic function to each root of the tree and use a distributed system to simulate
plockchain technology.
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