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Abstract. Medical care is one of the most important parts of human lives, and now with the invention of
the internet of things(IOT) and cloud computing streamlining the treatment process is becoming a main
topic of research. The problem is the sensitivity of the medical data which raises concerns about data
privacy in the system. storing vast amount of patients’ data in the cloud which is controlled by a single
trusted third party is common nowadays but, this manner poses great privacy risks and security concerns
because it makes it possible for the cloud to use the stored data for illegal purposes. In this paper we try
to answer this question that ’how to resolve these problems using the blockchain technology?’. we propose
a novel protocol that combines Blockchain technology and cryptographic primitives such as ring signature
and searchable encryption in order to remove the need for a trusted third party and providing an efficient
privacy preserving access control mechanism. Also when it comes to the applications of the blockchains in
areas other than cryptocurrencies, combining this technology to other cryptographic primitives can lead to
unique features. In this paper we used ring signatures in order to protect the patients’ privacy and also by
using the blockchain technology we were able to eliminate the need for a trusted third party and provide
security for a searchable encryption scheme.

Keywords: Blockcchain, IOT, privacy, cryptography, searchable encryption

1 Introduction

The corona virus epidemic has affected people’s lives in many aspects in different parts
of the world. Also, the spread of its different variants makes it difficult to treat and deal
with. Comprehensive research is done to produce a vaccine, and medical and biological
methods are also used to diagnose and treat this disease. At the same time as this disease
spreads, the best way to deal with it is monitoring and controlling .As a result of this, it
is inevitable to use new technologies to deal with the corona virus. Technologies such as:
artificial intelligence, big data , blockchain, 5G internet ,etc. can be used to diagnose and
track this disease[12].

Recent advances in communication technology have provided the basis for the use of
new methods of telemedicine and can respond to the increasing need for access to medical
services. Also,In the case of epidemic, the need for remote treatment increases dramatically,
in order to avoid unnecessary movements of patients and the spread of the virus. therefore,
the use of IOT, cloud computing and blockchains should take priority in hospitals[4].

Suppose that the patient stores their data on a cloud server to use telemedicine technol-
ogy so that doctors and health care providers can provide online and remote services.This
requires full trust in the server, because patients have uploaded their health data to the
cloud, and the Server may behave dishonestly. For example, selling patient’s data to drug

International Journal on Cybernetics & Informatics (IJCI) Vol.13, No.4, August 2024

DOI:10.5121/ijci.2024.130405
Bibhu Dash et al: COMSCI, IOTCB, AIAD, EDU, MLDA, EEEN - 2024
pp. 47-55, 2024. IJCI – 2024

https://doi.org/10.5121/ijci.2024.130405
https://ijcionline.com/volume/v13n4


companies, or add fake data to a patient’s history, or remove specific data from a patient’s
file. On the other hand, patients or doctors may also behave dishonestly.

In this paper we introduced a novel architecture for the blockchain network that is ca-
pable of recording the transaction history of health providers and patients while preserving
the privacy.

1.1 organization

section 2 will describe the related work involved in this research. Section 3 covers the se-
curity and privacy challenges that we address in our work. Sections 4 provides an overview
of the system model, while section 5 explains the structure of our scheme in detail. Sec-
tion 6 discusses the security and privacy of the proposed model, and section 7 provides a
conclusion.

2 related work

when it comes to storing data on a cloud, Lots of potential parties want to use the data for
different applications. Take the data stored on social networks like Instagram for example,
it’s quit easy to use this data to anticipate the needs of the customers and emerging
trends or pharmaceutical companies can use the patients’ health records for producing
new medicines. In this case the patient’s privacy is crucial. Although this data is useful for
lots of purposes, there is always the possibility of revealing this important and private data
and invading the privacy of the patient. As a result of this some solutions are purposed
by researchers.

k-anonymity[9] is one of the methods that is used to protect the personally identifi-
able information. In this scheme any recorded data is indistinguishable from at least k1
other important recorded data, However this method is vulnerable against background
knowledge attack[11].

In order to protect data against background knowledge attack the concept of differential
privacy[6] has been proposed. In this method a zero mean noise is added to the data before
forwarding it for the client. This method is not appropriate for medical goals since noisy
data is usable in medical diagnoses.

Fully homomorphic encryption[7] is another scheme that allows us to evaluate the
functions on the encrypted data, but due to its heavy computations it is not suitable for
IOT devices.

Blockchain[15] technology was introduced in 2008 for the first time. With their trans-
parent and immutable structure, blockchains provide a good potential for the manage-
ment of cloud based services.Researchers have proposed schemes to use blockchain in
health data[17] [14] [1],for example in [16] authors use blockchain to share electronic health
records. In this scheme the admin issues the transactions that contain the uploading and
downloading data and these transactions are recorded on the blockchain by the miners,
but the main problem with this scheme is full trust in the admin. Another scheme is pro-
posed by[8] that utilizes the blockchain technology in internet of things ,although it is less
dependent on full nodes but the privacy of the users has not been considered. In recent
years some other schemes[13, 18] are proposed that utilize the applications of blockchains
in the management of the medical data.

3 Security and privacy challenges

Due to their nature and direct impact on the well-being of patients, electronic health
records are of the great importance. As a result of this, the underlying system responsible
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for managing this records should take security and privacy considerations into account. An
immutable and transparent distributed ledger would help us to meet this considerations
but still we need to address some challenges.

3.1 Security

To start, we need to provide some clear definitions to asses our scheme accordingly.

Definition 1 (Privacy). A scheme is called privacy preserving if its public data does not
reveal any thing about the private data of the users[5].

Definition 2 (Authentication). In authentication we can verify the correctness of the
identity of the users. In other words, only valid users are able to make changes on the
blockchain[2] .

Definition 3 (integrity). Integrity means that the downloaded data is exactly the up-
loaded one and it’s guarded against improper information modification or destruction[2].

3.2 searching in encrypted data

In our scheme we utilize searchable encryption that allows miners of the blockchain network
search in data without threatening the security and confidentiality of the messages. a
searchable encryption scheme usually consists of these functions[3].

– KeyGen(s): Gets the security parameter and generates the public key private key pair.

– PEKS(Apub, W): Takes the public key and the keyword and generates searchable en-
crypted keywords S.

– Trapdoor(W,Apriv): Takes private key and the keyword and generates the trapdoors
Tw.

– Test(Apub, Tw, s): Tests if the keyword for the trapdoor and the encrypted keyword are
the same or not.

This primitive also brings about it’s own challenges and security considerations.

– completeness: When a doctor sends a keyword to the miners, miners have to find all
the co responding files. For their own benefits, some miners may refuse to perform
complete search. This is because a miner gets his reward after processing and submit-
ting the information. Therefore it’s essential to design a system which guarantees the
completeness of the search results.

– keyword guessing attack (KGA): Using the public key of the searchable encryption
PKpeks and a valid trapdoor TW of of keyword W and set of possible keywords
{W1,W2, ...,W|W |} attacker can perform keyword guessing attack[19]:

• set i=1.

• create searchable encrypted data C = PEKS(PKpeks,Wi)

• Now if the TEST (C, TW , PKpeks) is equal to 1 our guess is correct if not increment
i and do the previous step again.

– data injection attack[21]: when the server wants to send the data to doctors may inject
some faulty data and this may cause serious errors in the diagnose and treatment
process.
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4 System model

In this section we introduce the different parts of our system. As shown in figure 1 our
scheme has five main parts.

1. control center
2. storage unit
3. miners
4. patients
5. doctors

4.1 Control center

This unit is a backbone to our scheme, initialization of the protocol and submitting new
users are the responsibilities of the control center. When a doctor or a patient wants to
use our network needs to get the control center’s permission. When a member signs up to
the network Control center adds their public key to the public key table in the distributed
ledger.

4.2 storage unit

All the collected data from patients is stored in storage unit.

4.3 miners

Miners are individual parties that compete with each other in maintaining and updating
our distributed ledger. Processing the transactions and running the smart contracts are
done by miners in the blockchain network.

4.4 patients

Electronic health records of the patients are collected by their smart phones and sent to
the storage unit. Patients are data owners in our scheme.

4.5 doctors

As data users, doctors send download requests to the control center and after their request
is granted by the control center the required data is forwarded for the doctors.

5 Proposed Scheme

In this section we explain our scheme in detail.

5.1 Data uploading phase

Our goal is to set up a network that patients are able to get the permission to upload
their data from the blockchain network. On one hand it’s necessary to authenticate the
patients in advance and digital signature is a way to do so, on the other hand the privacy of
the patients is important and through using the conventional digital signature schemes the
identity of the patients is revealed. Therefore we use ring signature in order to authenticate
the patients. This is because ring signature allows the patients to prove their membership
in a set(legitimate patients) without revealing their identity.
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Fig. 1. proposed scheme:In our scheme all the parties send transactions to the blockchain network

Table 1. List of abbreviation and acronyms

abbreviation/acronyms definition

H(.) hash function
C cipher text
Wi keyword
PK public key
ED expiration date of a transaction
S ring signature
CE the set of encrypted keywords
Tx transaction

Results the results of the search
valid PKs the set of valid public keys

L distributed ledger memory
Enc(.) encryption function
verif(.) verification function

cipherG(.) searchable encryption function
Dtrapdoor trapdoor generation function
FuzzTest(.) fuzz test function
ExactTest(.) exact test function
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Upload Transaction Assume that the data is collected from the sensors and is ready to
be uploaded in the cloud. Firstly, the patient needs to encrypt the data, to do so, encrypts
the original data using a symmetric encryption scheme and gets C1 and then encrypts the
key Ksym using the public key of the doctor. Also to be stored in the distributed ledger
the patients gets the hash of the data.

C1 ← Enc(M,Ksym)

C2 ← Enc(Ksym, PKdoctor)

C = C1||C2

HM = H(M)

Now the patient should issue the ring signature. In our scheme we use [10] because
it’s privacy preserving, efficient and secure. In order to issue this signature first we choose
two multiplicative cyclic groups G1 and G2 of the same order q. P and Q are two random
members of G1 and G2 and e is a bilinear map from G1 ×G1 to G2:

– the patient chooses n− 1 points from G1

– computes hi = H(Ai, HM , pk1, pk2, .., pkn)

– chooses a random t ∈ Z∗ and computes:

Ap = tP −
∑n

i−p(hipki +Ai), hp = H(Ap, HM , pk1, ..., pkn), B = (t+ hpSp)Q

– the ring signature is S = {A1, ..., An, B}

After ring signature, the patients creates searchable encrypted keywords that lets the
miners to search in encrypted data while revealing nothing about the data itself. In this
scheme we use [19] because it is secure against keyword guessing attack. Keywords en-
compasses the necessary information about the patient. In order to create the searchable
encrypted keyword, the patient first chooses the key words and the and uses pkPEFKS to
encrypt them.

Ci =← CipherG(Wi, pkPEFKS)

CE = {C1, C2, ..., Cm}

After creating CE , the patient sends a transaction to the blockchain network. The trans-
action contains CE ,S,PKdoctor andHM as a request to upload the data.

Upload transaction validation Upon receiving the upload request transaction the
miners follow the algorithm 1 to grant the upload request.

Algorithm 1 upload request validation
input:Tx(CE , HM , S, PKdoctor)
output: upload permission
if A1, A2, ..., An ∈ validPKs& verif(S) == 1 then
L← L

⋃
Tx Else return0

end if
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Table 2. Comparison of different Schemes.

Scheme Searchable Encryption Privacy preserving Decentralized structure

Meisami[13] - ✓ ✓
Xia [18] - ✓ ✓
Yang [20] ✓ ✓ -
Nguyen[16] - - ✓

He [8] - - ✓
proposed scheme ✓ ✓ ✓

5.2 Data downloading phase

Download request Assume that a doctor wants to download the data of his patient.
Firstly, the keywords and their trapdoors should be determined. In the next step, the
doctor sends a transaction to the blockchain network containing the following information.

– TD : trapdoors
– PKd: doctors public key
– σ : digital signature

Download transaction validation Miners validate the download request by following
the algorithm 2.

Algorithm 2 Download request validation
input:Tx(TD,PKd, σ)
output: download permission
if Verif(σ)==1 then

for each Tx ∈ L
if FuzzTest(TD) == 1 & ExactTest(TD) == 1 & blocknumber ≤ ED then

Results← Results
⋃

Tx

end if
end if

5.3 Public key table

updating the public key table is one of the responsibilities of the control center. When a
doctor or a patient wants to use the network the miners process their transaction only if
the public key(s) used by them is in the public key table. In a case that a doctor or patient
shows faulty behaviour control center immediately deletes their public key from the table.

6 security and privacy analysis

6.1 Comparison

In this section first we compare our scheme with other schemes in the literature from
privacy distributed structure and the capability of searching in the encrypted data. The
blockchain is used in [13] and [18], and in [13] a off-chain secure channel is established
between the doctor and the patient, but in [18] a public key encryption is used in the
blockchain network. But still none of the papers used searchable encryption in their scheme.
[20] is a data sharing scheme that utilizes the searchable encryption primitive but in a
centralized system.
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6.2 security analysis

In this section we asses our scheme from different

– privacy: As mentioned before we have used the ring signature to authenticate the
clients. As a result of this, while processing the transactions the miners are not able
to reveal the identity of the patients.

– Authentication: In our scheme the clients of the network (the doctors and the patients)
need to be signed up by the control center in advance. Therefore it is not possible for
an illegitimate user to send a transaction to the network because the valid public keys
are stored in the blockchain and they do not have access to the private keys.

– integrity: Before sending an encrypted data to the storage unit, the patients store the
hash value of that data on the distributed ledger. As a result of this, it is impossible to
manipulate the data because upon receiving the data from the storage unit the doctors
check the hash value of the data with the stored one on the blockchain.

– completeness: the completeness of the search results is one of the biggest challenges.
In order to save time and computational power, the miner may refuse to search the
ledger completely. In such cases, since they have access to trapdoors, other miners and
members of the network are able to do the searching and realize that the search results
are not complete and do not accept the block.

7 conclusion

Such as all other networks, in electronic health record sharing systems security and the
privacy are of the great importance. The proposed schemes can be used only if they
guarantee this security and privacy aspects. Due to its nature health data has a great
impact on the patients well-being, therefore outsourcing this data is quit challenging. In
this paper we proposed a scheme that uses the decentralized structure of the blockchain
networks to eliminate the trust in third parties and also, searchable encryption is used
to let the miners of the network search freely in the encrypted data. For the future steps
using multiparty computation schemes or zere-knowledge proofs in designing such systems
should be considered.
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