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ABSTRACT

The rapid growth of onlineusers and digital devices hasintensified the challenge ofensuring secure data
transmissionover the openinternet. IntrusionDetection Systems (IDSs)and IntrusionPreventionSystems
(IPSs) play a critical role in safeguarding organizations and their network infrastructure. To enhance
security, Al-based approaches have gained prominence, as machine learning and deep learning techniques
have demonstrated high effectiveness in this domain. In this study, we propose an integrated intrusion
detection system that combines a Convolutional Neural Network (CNN) and Long Short-Term
Memory(LSTM)network with an XG Boost classifier. The proposed model is trained and tested for binary
classification on the synthesized real-world UNSW-NBI5 dataset. The experimental results demonstrate
that the model effectively classifies network traffic and validates its predictive performance.
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1. INTRODUCTION

An Intrusion Detection System (IDS) is a critical security mechanism designed to monitor,
analyze, and identify suspicious activities within a network [5]. By continuously observing
network traffic and system behaviors, IDS helps detect potential threats, such as unauthorized
access attempts, malicious software activities with traffic patterns. Once suspicious behavior is
identified, the system generates alerts for network administrators, enabling them to take
immediate action to mitigate risks. In doing so, IDS not only strengthens the overall security
posture of an organization but also reduces the likelihood of data breaches, service disruptions,
and economic losses. There are different categories of IDS such as anomaly based IDS, signature-
based IDS, host IDS, network IDS, etc [7]. Furthermore, modern IDS solutions often
incorporateadvancedtechniquessuchasmachinelearninganddeeplearning, = employing  several
information processing layers to improve detection accuracy, minimize false alarms, and adapt to
evolving cyber threats [8][9]. The intrusion detection system based on deep learning techniques
and an integrated approach is effective and the process of integrating CNN with LSTM to extract
the features from the UNSW NB15 dataset and then stacked with boosting classifier is developed
in this study.

2. BACKGROUND WORK

Jo et al. [1] constructed an Intrusion Detection System (IDS) using a Convolution Neural
Network (CNN) with direct preprocessing, and proposed a preprocessing method for IDS based
on the field-to-pixel philosophy, called Direct. This method utilized kernel attributes with reduced
protocol data, offset, and field size. Additionally, they suggested two moretechniques—
Compressed and Weighted—both of which required network information. The Direct method
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applied field to-pixel conversion to demonstrate convolutional characteristics, whiletheother two
methods, WeightedandCompressed, were usedto validatethe effectiveness of the Directmethod.
Khan M. A. [2] presented a hybrid intrusion detection framework basedondeep learning.
Hedevelopeda Convolutional Recurrent Neural Network(CRNN)-basedIDS capableof
detectingandclassifyingnetworkattacks. Inthis framework, theCNN captures local attributes
through convolution, while the Recurrent Neural Network (RNN) identifies temporal attributes.
The model was evaluated using the publicly available CSE-CIC-IDS2018 dataset. Mendonga et
al. [3] proposeda hierarchical Tree-CNN-basedIDS incorporatinga soft root sign activation
function, which reduced model training time and computational complexity. The performance of
the model was evaluated through implementation in a mid-sized company. Experimental results
demonstrated a significant reduction in training time along with improved accuracy.

SeoW. andPakW. [4]developeda two-levelclassifier for intrusiondetection. Inthefirst level, real-
time attacks in incoming network traffic are identified. If the first level fails to classify an
instance, the classification is deferred until the flow terminates. In the second level, statistical
attributes of the network flow are gathered for more precise classification. The proposed two-
levelclassifierachievedbetterperformance intermsofbothdetectiontime andaccuracy. XiC.

[5] presented an intrusion detection model based on a multi-scale transformer, referred to as IDS-
MTran. The model first employs a convolution operator with kernels to extract multi scale
attributes. It then utilizes a pooling—patching bridge to enhance branch interaction and improve
feature representation. The multi-scale transformer models the attributes at a wider scale,
enabling more effective intrusion detection. In addition, a cross-feature enrichment mechanism
was proposed to fully exploit the potential of multi-scale branches. Experimented with the
accuracy on NSL-KDD, CIC-DDoS 2019, and UNSW NBI15 dataset.

W is anwanichthan and Thammawichai [6] introduced a double-layered hybrid approach to
address the limitations of single classifiers in detecting uncommon attacks such as Remote-to-
Local (R2L) and User-to-Root (U2R). They utilized Principal Component Analysis (PCA) to
analyzedifferent attack classes. In theproposed approach, thefirst layer employed NaiveBayes to
detect DoS and Probe attacks, while the second layer used Support Vector Machines (SVM) to
classify R2L and U2R samples. The model was trained and tested on the NSL-KDD dataset. Al-
Daweri et al. [7]analyzed attributes fromtheKDD99and UNSW-NBI15 datasets usingthree
methods: Rough Set Theory (RST), a discrete variant of the Cuttlefish Algorithm, and a
Backpropagation Neural Network (BPNN). First, they used RST to analyze attributedependency
ratios. The results of RST were then used as inputs to the BPNN for classifying samples into
different classes. Feature extraction was carried out through multiple iterations.The experiments
demonstrated improved accuracy for certain attributes of the KDD99 dataset, withsomefeatures
contributingsignificantlytoclassificationperformance. Thestudyconcluded that a lightweight and
precise IDS with fewer selected attributes can aid cybersecurity
researchersindevelopingefficientintrusiondetectionsystems. Wangetal. [8]designeda CNN- based
IDS aimed at providing an efficient, automated, and real-time system. The model utilized open-
source tools such as Tcpdump, Bro, and TensorFlow for packet capture, traffic analysis, and
machine learning, respectively. The system comprised data preprocessing, followed by training
and testing using the publicly available NSL-KDD dataset. Mohammadpour et al. [12] employed
an advanced deep learning approach to develop a detection system addressing key challenges
such as flexibility, effectiveness, high false alarm rates, and low detection accuracy. Their CNN-
based IDS was trained and evaluated using the NSL-KDD dataset, achieving an accuracy of
99.79% in experimental results.

144



International Journal on Cybernetics & Informatics (IJCI) Vol.15, No.1, February 2026
3. PROPOSED INTEGRATED IDS MODEL AND METHODOLOGY

This section presents the proposed IDS model for intrusion detection, including details of its
architecture and the workflow from data loading and preprocessing to model-specific tuning. The
model is trained and evaluated on a widely used dataset that provides insightful attributes and
encompasses various types of attacks. The experimental results demonstrate that the proposed
approach outperforms previous research.

3.1. Data Pre-Processing

The data was loaded and pre processed in several steps represented in fig 1. First, feature
selection was performed by dropping the attack cat column while retaining the binary label, and
low-variance features were discarded to reduce noise. Next, label encoding was applied to
convert categorical variables into numerical features. Afterward, the data was standardize dusing
Standard Scaler to approximate a normal distribution. The resulting dataset was then split into
training and testing sets. Since the dataset used for model training was highly imbalanced, which
ledtopoor modelperformance, weappliedSMOTE oversamplingtobalancethesamples effectively.
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Figurel.Data preprocessing process

3.2. Model Architecture

This section discusses the simulated model and its layer arrangement. The system developed in
this study integrates a 1D Convolutional Neural Network (Conv1D) with an LSTM for feature
extraction, followedbya boostingclassifier. As summarizedinTablel, thepre-processedinput
sequence (features) is first passed to a Conv1D layer to extract local patterns, followed by a max-
pooling layer witha poolsizeof2 anda dropout rateof0.3. Next, anLSTM layer captures
temporalattributes, alsowitha dropout rateof0.3, and is followedbya denselayer. Finally, the
output layer uses a sigmoid activation function to classify samples as normal or abnormal. The
model was trained for 20 epochs with a batch size of 128, using the Adam optimizer with a
learning rate of 0.001. The model classifies the test sample using an XGBoost classifier with
1000 estimators, depth = 10, and a learning rate of 0.03.
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Tablel. Proposed model simulation design

ConvlD 64filters, kernel=3,relu
Maxpooling Poolsize=2

LSTM 128units

Dense 128,relu

Output sigmoid

3.3. Result and Discussion

The evaluation metrics used to assess the model’s performance are presented in Table 2,
including precision, recall, F1-score, and an overall accuracy of theproposed integrated IDS for
binaryclassificationis 97.47%. Inaddition, various visualizations (fig:2-4)areprovidedto give a
clearer understanding of the model’s behaviour. These metrics were calculated using:

v' Accuracy=(TP+TN)/(TP+TN+FN+FP)

v Precision=TP/(TP+FP)

v' Recall=TP/(TP+FN)

v' Flscore=2*(precision*recall)/(precision+recall)

Table2:Evaluation matrix for binary classification
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Figure2.Confusion matrix for binary classification
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Figure3.Binary classification model accuracy
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Figure4.Binary classification model loss

3.4. References

References should be cited in the main text, in passing [1] or explicitly as in [2].The full
references should be given as below (essentially IEEE format), in the order in which they are
cited, in 10 pt. Times New Roman, with a 6pt spacing between each.
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4. CONCLUSIONS

In this work, we present an integrated approach that combines a Convolutional Neural Network
(CNN) to extract local features with a Long Short-Term Memory (LSTM) network to capture
temporal features. These components are further stacked with a boosting classifier to perform
binary classification of network traffic as either normal or abnormal. The proposed detection
system was trained and tested on the publicly available UNSW-NB15 dataset, achieving an
accuracy of 97%. This method demonstrates the effective integration of machine learning and
deep learning techniques for intrusion detection. The feasibility of the system is validated through
its implementation, as detailed in the model architecture and results sections. The system is
capable of monitoring network traffic in real time and detecting suspicious activities. In future
work, we plan to extend this approach to further improve performance byincorporating a multi-
class classification model and evaluating the system with additional metrics such as detection
rate, false alarm rate, and others.
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